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Abstract— This article presents the design, development and
implementation of a remote immobilization system for cargo
trailers, using Global Positioning System (GPS) technology and a
Global Mobile Communications System (GSM) to prevent and
track their theft. The immobilization system works minutes after
the possible infraction has been committed, this in order to protect
the integrity of the driver. The design of the power supply card is
shown both for the activation of a solenoid valve, and for feeding
the telemetry from a trailer battery. It also shows the design of the
communication and control card whose components are
embedded in the same printed circuit board. Experimental tests
are shown to demonstrate the effectiveness of the developed
system.
Keywords—Embedded system, GPS, GSM, wireless control

I. INTRODUCTION
One of the solutions offered by the Internet of Things (IoT)
in vehicle security applications is the track and trace system. To
achieve this, a GPS module is currently used with an antenna
that generates global positioning coordinates, a wireless
communication module and a microcontroller that processes all
information and controls the modules, as explained [1]. In this
article, to find a solution to the problem of cargo trailer theft in
our country, the embedding of these tracking and control devices
is carried out on a single printed circuit board, as well as a
solenoid valve that activates the mechanism of immobilization,
after suspecting that an illicit has been committed, this in order
to protect the integrity of the driver.
In the telemetry part, these wireless telemetry products have
been available for years, in industrial controllers, monitoring
and security systems, systems and domestic applications. These
electronic products are based on patented designs that operate
on licensed or unlicensed radio bands [2], most of them work
with the GSM bands, the most popular being the Global System
for Mobile Communications (GSM) 850, Extended GSM
(EGSM) 900, Digital Cellular System (DCS) 1800 and Personal
Cellular System (PCS) 1900 MHz, but these must have a mobile
phone provider and normally provide the service through a SIM
card where the service key of the device is stored, subscriber to
identify himself to the mobile phone provider's network.
A microcontroller is an integrated circuit that houses a main
program that will run instructions previously defined by the user
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and that have been recorded in the memory of the
microcontroller. Advanced integrated circuits will continue to
expand on the integration scale and by increasing the clock
frequency, power supplies are required to power the integrated
circuits by decreasing the supplied voltage but increasing the
supplied amperage; in addition to this it must be efficient, to
have low cost and with good power density, they must have
good power distribution in the integrated circuits and high
current supply to the integrated circuits. It is there where a viable
solution is the soft commutation converters, sources that satisfy
the power needs according to [3] and therefore, in the system
that was developed, a switched power supply was chosen that
provides the demanded amperage.
For the part of data communication and global positioning,
the SIM808 module has a GPS core to obtain latitude, longitude
and altitude and a GSM core that, through the GSM network the
GPS location is obtained by means of trilateration with the
satellites, a minimum of 3 satellites are needed to obtain the
location [4], currently there is an overall of 24 satellites in orbit
around the earth and although its origin was designed in full Cold
war in the 1960s is currently occupied by millions of users in
commercial aviation, maritime surveyors, in construction but
above all in cars and mobile phones. In turn, the SIM808 modem
can send information with the help of a SIM card and a mobile
phone provider, the selection of the SIM808 module for
convenience against the M66 produced by Quectel and the
SIM900 from the same SIMCom that the same SIM808 is
commented on. Its features like the use of Bluetooth, serial
communication with a data range of 1200 bps to 460800 bps,
multi-slot class 12 / class 10, support 6 or 8 pin cards, can be
controlled by AT commands through the serial port, audio
interface, connection for three GSM, GPS and Bluetooth
antennas and the use of exclusive pins to achieve power on,
reset, it has pins that perform the function of power and network
status indicators [5].
II. PROBLEM STATEMENT
Cargo theft in Mexico has exploded since 2015, and totaled
more than 4,000 thefts in 2017, according to SensiGuard Supply
Chain Intelligence Center’s annual report on cargo theft in the
country [6]. The 1,105 thefts in 2015 grew by 61% to 1,773 in
2016. That number grew by 127% to 4,030 last year, reports

TABLE I.

Parameter
Operating
temperature
Relative humidity
Dimensions
Protection type
Input voltage
Current
consumption
Range
Wall thickness

Fig. 1. The high-risk area for cargo transportation in Mexico is concentrated in
the Central region
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Fig. 3. Proposed device on the cargo trailer braking system.

been carried out, due to an unexpected modification of the
vehicle's itinerary. It can be monitored with a GPS device or an
alarm sent by the driver.

Fig. 2. GSM architecture.

SensiGuard, a provider of global logistics security services
including tracking and monitoring. About three-quarters of all
thefts occur as a hijacking when the vehicle is in transit from
pickup to delivery.
More than half of the thefts (about 53%) occurred in the
Central region, while 22% were in the West, 13% in the
Southeast, 10% in the Northeast and 2% in the Northwest. The
state of Puebla sregistred 1,235 thefts last year, a rise of more
than 300% from 2016. Nuevo Leon saw a rise of more than
1,000% from 23 in 2016 to 262 thefts last year. More than a third
of cargo thefts occurred on the highway from Mexico City to
Veracruz as shown in Figure 1.
The consulting firm indicates that in the region the type of
theft with the highest percentage is truck hijacking with 37
percent, followed by theft of trailer box or container with 25
percent and drop-deck theft with 15 percent. Thefts in facilities
represent 9 percent; emptying the vehicle 7 percent and the item
"other theft" 7 percent [6].
III. PROPOSED SOLUTION
It is proposed to develop a remote braking system to the
cargo's trailer axles via GSM, after suspecting that an illicit has

A. GSM Architecture
The architecture of the GSM network is made up of Base
Transceiver Station (BTS) as shown in Figure 2, which are
responsible for the management and control of Mobile Stations
(MS), the BTS have honey panel antennas, generally three that
cover 120 ° each of in turn, a group of BTS is controlled by a
Base Station Controller (BSC), the size of the group of BTS
depends on the traffic load that a BSC can handle both up and
down.
The BSC is responsible for data transfer, cell configuration,
and radio frequency power levels in the BTS. Being at the BSC
level, they are connected to the Mobile Services Switching
Center (MSC) which performs the system's telephony switching
function, controls calls, issues a toll ticket, network interface,
common channel signaling, among other, and from here in
the MSC itself, the Visitor Location Register (VLR) in charge
of containing temporary information from a database of a
subscriber requested by the MSC, also interacts with the Home
Location Register (HLR) which contains the static information
related to users and finally the MSC interacts with the
Authetication Center (AuC) complementing the HLR to
maintain confidentiality and identify the user with each
Subscriber Identification Module (SIM) [7].
B. Specifications
For the definition of the general, requirements,
environmental, physical and electrical specifications, it is
necessary to specify the conditions under which the proposed
system will work. Environmental and operating conditions,
primary power supply, type of communication, dimensions and
others are given in Table I.
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Fig. 4. Solenoid valve function on the air line.

Fig. 6. Electronic board diagram.

Fig. 5. Conceptual design of the remote immobilization system.

Within the general specifications, the location of the device
has been selected as shown in Figure 3, where it can be seen that
it is located at the main inlet of the trailer load air-line and the
operation of the solenoid valve is shown in Figure 4. It is worth
mentioning that the control of the solenoid valve will be done
through GSM to achieve control from any distance. The device
is placed in a hidden location in the cargo trailer and will have
remote activation and control. In addition, to protect the integrity
of the conductor the device will have a delayed and "slow"
action [8].
C. Conceptual Design
In Figure 5 the conceptual design of the prototype is
proposed, which refers to a box that contains the electronic card
inside, the battery power, a GPS antenna to the outside, a
solenoid valve to the outside with power to the solenoids from
the electronic card inside. A case of protection IP66 grade has
been considered to be used for the installation this device on the
cargo-tractor.
Figure 6 shows the schematic diagram of the electronic
card. The power supply block can be observed where the
voltage that comes from the vehicle battery passes through a
protection block to suppress currents higher than those of the
design, then passes to the TVS block which will execute a
voltage suppression if necessary, then the voltage goes to the
SWPS block which will reduce the voltage to 4 volts, these 4
volts go through filters and feed directly to the SIM808 module
and an LDO. The LDO will reduce the voltage by 3.3 volts to
power the microcontroller, both voltages of 4 and 3.3 go to the
main control and the data transmission block.
Inside the control and transmission block, the connections
between the microcontroller and the module and the
connections of each of them with other elements are shown.
For the microcontroller a led and a button and for the module
the SMA connection of the active GPS antenna. Finally, the
power block that operates the solenoid valve by means of a
MOSFET is shown. This diagram indicates the voltage used in
each line and the number of cables required for it.

Fig. 7. Schematic diagram of the power supply card.

IV. HARDWARE DESIGN
A. CAD Tools
Computer Aided Design (CAD) methodology uses graphical
techniques to support the design process. Using CAD tools
during design is highly desirable since, in addition to speeding
up and improving the design process, they provide the
possibility of verifying the description before carrying out its
implementation, reducing the cost of manufacturing and a
potentially faulty printed circuit board (PCB). In this work for
the design and development of the RS, the Eagle® software has
been used since the university license is available [9].
B. Selection of Components and Schematic Diagrams
a) Power supply: The source is powered by the battery or by
the alternator from which are commonly situated in the tractor,
11 to 14.8 volts of direct current, which will feed directly to a
switching voltage regulator, the integrated TPS563200DDCR
will be connected according to the manufacturer's suggested
configuration [10], in order to deliver 4 volts direct current and
3 A of current demand, after this stage of the integrated voltage
passes through filters to enter a voltage regulator TLV755P
which will be reduced from 4 volts to 3.3 and again passes
through filters C5 and C6 as shown in Figure 7.
The 4 volts that the TPS563200DDCR delivers are used to
supply the SIM808 wireless communication module satisfying
the current demand and the 3.3 volts that the TLV755P delivers
are for the supply of the microcontroller satisfying the necessary
current.
b) Control: The ATMEGA328 microcontroller is powered
and an external quartz clock, two capacitors in series and a
resistor in parallel [11] are placed, a filter stage is placed in the
power supply. Programming is done through I2C. The pins for
serial communication are TXD and RXD (see Figure 8) which
will be connected to their corresponding RXD and TXD (See
Figure 9).

a)

b)
Fig. 8. Schematic diagram of the microcontroller.

Fig. 10. 3D view of the PCB layout. a) Power supply card, b) the control card.

Fig. 9. Schematic diagram of the SIM808 card and antennas.

The power supply will be directly responsible for activating
or deactivating the solenoid valve and for this it is necessary to
energize the solenoids of the solenoid valve. Taking into
account that the solenoids behave like coils, a Schottky diode is
placed in parallel with the coil to protect from a return current
that could damage the MOSFET, this diode is selected
according to the current demanded by the coil and these
MOSFETS. They are in charge of switching to activate the
coils, they are selected according to the consumption current
and the tripping voltage, which in this case will be the one
supplied by the microcontroller, remembering that it is powered
with 3.3 volts (see Fig. 8).
c) SIM and Antenna: The SIM808 module has two main
functions. Its design was created from the SIMCOM GSM/GPS
SIM800 module. It supports quad-band GSM/GPRS [12].
Combine GPS technology to obtain position in latitude and
longitude. Its design incorporates a low power consumption
mode and can be connected to lithium battery based power
systems. It supports A-GPS. The module is controlled by AT
commands through a serial communication interface, it can
work with either 3.3V and / or 5V logic voltage.
d) GSM Security: The SIM is a cryptographic smart card
with the GSM specific applications loaded onto it. As a smart
card, it has some inherent security functions specified to smart
cards [13]. Its operating system and chip hardware have several
security attributes. SIM includes all the necessary information

to access the subscriber's account. IMSI and Ki are stored on
every SIM. IMSI is the International Mobile Subscriber
Identity with at most 15 digits uniquely devoted to every
mobile subscriber in the world. Ki (Individual subscriber
authentication Key) is a random 128-bits number that is the
root cryptographic key used for generating session keys, and
authenticating the mobile users to the network. Ki is strictly
protected and is stored on the subscriber's SIM, and AuC. The
SIM is itself protected by an optional Personal Identification
Number (PIN). Each user is requested to enter the PIN unless
this feature is deactivated by the user. After a number of
invalid attempts that is usually 3 times, the SIM locks out the
PIN, and the PUK (PIN UnlocK) is then requested. If the PUK
is also incorrectly entered for a number of times that is usually
10 times, the SIM refuses local accesses to its privileged
information and authentication functions, and makes itself
useless.
C. PCB Design
Once the schematic diagrams are made, a PCB document is
created in order to generate the tracks of all the physical layers
of the project. It is necessary to know the CAD tool to obtain the
best possible results [14]. It is also important to follow a PCB
design methodology [15], to determine and define design
concepts such as: plate dimension, space between objects,
establishing the number of layers, diameter of holes, width of
tracks, and so on. With the help of the CAD tool, the circuit
diagrams will be converted into a complete PCB layout where
you can verify the 3D positions of the devices and the route
layout of the developed device, as shown in Figure 10a for the
power supply card and 10b for the SIM808 control card.
V. THE FIRMWARE
The first thing to do is insert the SIM card to be used. The
adapter for the cards is the size of normal SIM cards, in case it
is not of this size, an adapter can be used. With a little patience
it can put a nano or a micro directly, but there is a risk that it will
move and lose contact.

TABLE II. AT COMMANDS USED IN THE FIRMWARE
Command
Description
AT
Command that returns an “Ok”
AT+CGNSPWR=1
Turn on the GNSS
AT+CMGF=1
Activate text mode to send and receive
SMS messages
AT+CMGS=”+52x…xxx”
Send message to number + 52x ... xxx
AT+CMGL=”ALL”
Delete all text messages
AT+CMGL=1,4
Delete unread messages
AT+CNMI=2,2,0,0,0
Send any available data to the serial
AT+CGNSINF
Get GNSS data

a)

b)

Fig. 12. Top view of the implemented immobilization prototype. a) power
supply card, b) the control card

a)

b)

Fig. 13. GSM messages that are sent for control. a) "On" for activation and
b) "Off" for deactivation.

Fig. 11. Pseudocode of the firmware.

An instance called SIM808 is created and the
microcontroller pins to be used for communication are selected
[16]. Table II includes the AT commands that were used in the
programming and a description of what the command does, and
Figure 11 shows the pseudocode of the firmware that was
programmed [17].
VI. RESULTS
Figure 12a shows the implemented PCB of the supply
power card and Figure 12b the implemented PCB of the
proposed immobilization system. It is worth mentioning that
the PCB was manufactured by a company dedicated to
the subject, but it was welded in the laboratory of our
institution. During the SR assembly tests were carried out on
each block to ensure correct operation.

In the part of the interface the line “On” is the one that turns
on the wireless communication module and it does so through
a latency of 1.8 to 2 seconds or in parallel and manually with
the “SW2” button and the MOSFET for the communication
that goes from the line “TX” to “TXPIN” due to the
configuration that it has. Fig. 13a and 13b show the messages
that are sent to control to the developed card.
When the “On” message is sent (see Figure 13a), the valve
is activated and begins to empty the air tank "slowly", with the
help of an air regulator at the out-side of the solenoid valve.
Later when it is desired again to be able to mobilize the heavy
transport vehicle, an “Off” message is sent (see Figure 13b) and
as expected that there is again air in the storage tank from the
tractor to be able to apply the brakes again from the cabin.
Figure 14 shows the integrated system with which the
developed power supply and control card were tested. The
tests were carried out in a laboratory, before being used in a
manned vehicle. A solenoid valve similar to Figure 4 has been
used during testing. A video of the operation of the developed
immobilization wireless system can be found at web address
[18]. In this way, the correct functioning of the proposed
system is confirmed through an experiment test.

Fig. 14. Experimental set-up.
Fig. 16. Location in Google Maps of the coordinates received by the GPS.

a)

b)

Fig. 15. GSM messages. a) Message for position request, b) message with
positioning coordinates.

The location is sent as soon as the program is executed, the
GPS module is activated first and after the first "time to first
fix" the GPS location is obtained with the latitude and
longitude coordinates, these coordinates will be sent by SMS
messages to the requested administrator number through a
message with the word “Location” as shown in Figure 15a.
The drive returns a message with a direct link to open with
Google® Maps, as shown in Figure 15b.
The location is marked with the red balloon and the
position obtained with the smartphone is the blue circle, as
depicted in Figure 16.
A video where a test is observed to check the correct
operation of the GPS that is embedded in the card developed in
this work can be found in the following link [19].
Due to the high levels of theft in cargo transportation,
thinking of a device that immobilizes the heavy units where the
cargo is transported either by trailer or semi-trailer is a viable
proposal for the problem of theft, in addition to having GPS
tracking of the cargo-trailer, immobilization is carried out
remotely through SMS text messages for which it is necessary
to have only two active lines interacting with each other,
enabling the lock and obtaining the location coordinates that
unlike the other tracking systems the fact of stopping the central
remote control unit includes a bonus due to the issue of
insurance companies or, for example, the bureaucratic
procedures that have to be carried out if the trailer is guarded
by the authorities, for this reason it is also proposed that the
system monitor in real time to avoid this type of drawbacks.
VII. CONCLUSIONS
An immobilization system for cargo transport trailers is
proposed. The system operates by means of GSM messaging in
order to avoid the use of the internet. The position of the heavy

vehicle must always be recognized by means of a global
positioning system, and if unusual behavior is observed or the
heavy transport leaves its itinerary, the wireless immobilization
system is operated remotely to its lost.
During the design of the PCB, international standards were
used to have a compact, functional and low-cost design, the
board has been tested through tests in a controlled system.
Expected that the system can be certified for use in manned
vehicles.
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