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Abstract— This article presents the design and development of
a relay switch (RS) to handle electrical loads up to 20A using WiFi
technology. The hardware design and the implementation
methodology are explained, both for the power supply and for the
wireless communication that are embedded in the same small
printed circuit board. In the same way, the design of the
implemented firmware to operate the developed RS is shown. An
ESP-12E module is used to achieve wireless communication of the
RS, which can be manipulated through a web page using an
MQTT protocol or via and iOS or Arduino app. The developed RS
presents at least three differentiators in relation to other similar
devices on the market: it can handle a higher electrical load, has a
design in accordance with national and international security
standards and can use different cybersecurity strategies for
wireless communication with the purpose of safe and reliable use.
Experimental results using a lamp and a single-phase motor as
electrical loads demonstrate an excellent performance and
reliability of the developed relay switch.
Keywords—Embedded system, IoT, MQTT, WiFi Technology.

I. INTRODUCTION
Electronic devices are getting smaller and more ubiquitous
than ever. Currently, thanks to the continuous technological
development, these devices can communicate with other
devices by means of wireless communication technologies.
With the expected massive use of these electronic devices, we
are moving towards the Internet of Things (IoT) [1]. These
"smart" and "connected" devices can communicate using the
Internet. Due to this connection, an infinite number of sensors,
microcontrollers, actuators, processes, etc. can be monitored
and controlled from a smartphone or from a PC.
The term IoT was first used by Kevin Ashton in 1999 [2] to
describe a supply chain system that uses RF identification for a
potential customer. Today, the IoT is visualized to cover a wide
range of applications, such as Smart Cities [3], Industrial
Automation [4] and Home Automation [5], among others.
As each system or device can interact with the IoT network,
the opportunities in this field are endless because the different
interactions create great ideas to develop devices that change
this direct interaction with automatic interactions processed by
microcontrollers. This provides the opportunity to use
knowledge of software and hardware design to develop
embedded systems for different specific IoT applications. Due
to the complexity found in the development of software,
firmware and hardware for IoT, these two disciplines must be
considered comprehensively by IoT developers.
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Fig. 1. Block diagram of Model V for the development of embedded systems.

In this work an electronic device capable of “turning on”
and “turning off” an electrical load remotely is implemented.
The developed device can be controlled either through the use
of the MQTT (Message Queuing Telemetry Transport) protocol
or through a Blynk® API (Application Programming Interface).
II. REQUIREMENTS AND ESPECIFICATIONS OF THE DEVICE
A. Development Methodology
The used methodology to implement the device called Relay
Switch (RS) is the "Model V" for the development of embedded
systems. Figure 1 shows the general block diagram of the Model
V and each of its stages is explained below [6]:
High-level requirements and specifications: The main
requirements, architecture, feasibility and functionalities of the
system are discussed, to later establish the hardware and
software design specifications.
Engineering Design: By closing the specifications, the
design process begins in order to obtain the required
functionalities, creating a high-level concept and architecture, as
well as the selection of components. In case of recognizing any
open element, which prevents the conclusion of the present
stage, one returns to the previous stage.
Verification: The engineering design is subjected to various
tests of operation and functionality with the help of prototyping
to identify hidden errors, also at this stage possible new
functions and/or operations not foreseen in the two previous
stages of development are determined.
Validation: In this stage the concept of form, operation and
functionality of the system is detailed, and if the stage is
successfully passes, the version is said to be released.
Implementation: This stage is responsible for manufacturing
planning and possible mass production considerations.
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Fig. 2. Conceptual diagram and operating architecture of the RS.

Operation and maintenance: An operation and maintenance
manual is generated.

Parameters
Operating
temperature
Dimensions
V for control
Load voltage
Load current
Consumption

GENERAL SPECIFICATIONS OF THE RS

Symbol

Unit.

Min.

Ta

°C

-10

Dimen.
Vf
VL
iL
Consum.

mm
volt
volt
A
A

Communication

Comm.

GHz

WiFi range

Ran.

m

3.3
0
0.5

Nominal

75x50x25
3.3
120
0.7

Max.

Description

50

Ambient temp.

5
20
1.0

2.4
10

18

L, W and H
VDC
VAC
AC
Current
WiFi. IEEE
802.11 b/g/n
Depends on line
of sight

B. Requirements
The following requirements have been considered:
• WiFi communication: integrated to the device, which must be
able to receive orders from a mobile device to "turn on" or
"turn off" an electrical load.
• Must be able to drive a load of up to 20 A.
• Must have its own power source for control.
• If communication cannot be established with the local
network, the device will generate a fault signal.
• During the design of the RS, it has been considered to take
into account the international standard IPC-2221 [7].
C. Operating Modes
The SR will operate in two modes, the configuration mode
and the control mode. The configuration mode is used when the
developed device is powered up for the first time or when the
user wants to change the local network to which it is connected.
The responsibilities of the configuration mode are:
• Generate a local access network to allow connection to a
mobile device with WiFi for configuration.
• Generate a configuration web page.
• Receive the "network name" and "network password" data
from the external configuration device and save them.
If a communication cannot be established with the local
network, the device will generate a failed send protocol. A
maximum number of attempts and a period between shipments
are established until entering configuration mode again.
On the other hand, the control mode is started when the
activation control has: "network name" and "network password"
and they are determined valid when connecting to the defined
network. The control mode is responsible for:
• Activate or not the coil of the power relay.
• Send the current status of the output.
• In case the SR determines invalid network connection, the
device will enter configuration mode.
D. Features
For this device, the following features are desired:
• Minimum energy consumption: A light sleep mode has been
considered.
• Smaller design possible. Surface mounted components have
been selected.
• Security. The following national safety standards have been
considered: NOM-0001-SCFI-1993 and IFT-008-2015.
E. System Specifications
Figure 2 shows the conceptual diagram and the operating
architecture of RS and Table I shows the general specifications.

Fig. 3. Schematic diagram of the ESP-12E WiFi module [10].

III. HARDWARE DESIGN
A. CAD Tools
Computer Aided Design (CAD) methodology uses graphical
techniques to support the design process. Using CAD tools
during design is highly desirable, they provide the possibility of
verifying the description before carrying out its
implementation, reducing the cost of manufacturing and a
potentially faulty printed circuit board (PCB). In this work for
the design and development of the RS, the Eagle® software has
been used since the university license is available [8].
B. Selection of Components and Schematic Diagrams
Transreceiver: Actually, WiFi and Bluetooth are the most
common devices that can be found in smartphones for wireless
communications, but there are other communication devices
that use other protocols, such as: Lo-Ra, SigFox, Zigbee, etc;
these devices are commonly used to send low amounts of data
economically or to create local area networks (LAN) [9].
Numerous works can be found in the literature in which
different wireless communication technologies are analyzed
and compared [10]. In this case, after analyzing the technical
considerations for IoT, it is decided to use an ESP-12E WiFi
module. Figure 3 shows the schematic diagram of the ESP
module, which has been designed from the data sheet supplied
by the manufacturer (Espressif Systems) [11].
Power sources: It is considered to take energy from the
same electrical network that feeds the load to power the control
(relay) and communication (ESP) devices. The source has been
designed to provide 1A, since the entire control circuit
consumes 700 mA. Figure 4 shows the schematic diagram of
the designed power source. It can be seen that an EMI filter has
been considered to be attached to reduce noise coming from the
electrical network. With this source there is a regulated output
voltage of 4.83 VDC. Then, to obtain the 3.3 VDC a
UCC28700DBV regulator was selected [12].

Fig. 4. Schematic diagram of the regulated source to supply the control.
Fig. 6. 3D view of the PCB layout.

Fig. 5. Schematic diagram of the relay control connection.

Relay: In this version a 20A mechanical relay was selected,
but it can be replaced by another more sophisticated relay. The
relay is activated by a MOSFET connected to its coil. This
MOSFET is activated form the ESP. The schematic diagram for
the relay is shown in Figure 5.
C. PCB Design
Once the schematic diagrams are designed, a PCB
document is created in order to generate the tracks of all the
physical layers of the project. It is necessary to know the CAD
tool to obtain the best possible results [13]. It is also important
to follow a PCB design methodology [14], to determine and
define design concepts such as: plate dimension, space between
objects, establishing the number of layers, and so on. With the
help of the CAD tool, the circuit diagrams are converted into a
complete 3D PCB as depicted in Figure 6, in order to verify
what the device will look like when implemented.
IV. SOFTWARE IMPLEMENTATION
A. The firmware
The firmware is implemented with Arduino IDE. The
advantages of Arduino IDE are the libraries provided for ESP
[15]. Table II shows a comparison between the used software for
the firmware implementation and micropython, in order to
observe the pros and cons of each one.
TABLE II.
Arduino IDE
Pros
Arduino includes its
own IDE programming
language and hardware
Code compiled in the
CPU runs as fast as
possible
More libraries available
and supports more
boards

ARDUINO IDE VS MICROPYTHON
Micropython

Cons
Harder to
read, complex
program
structure
Harder string
handling

Pros
Interpreted
code is
cleaner and
simple
Easier
string
handling

Cons
MicroPython is only a
programming language
interpreter does not
include an editor
Interpreted language has
less performance and
more memory usage
Code is saved in the
micro directly from the
editor so it can get
erased and it’ll be gone

The Arduino IDE libraries, variables and macros used in the
RS firmware are shown below:

// FIRMWARE RS V.2.0 – 18-03-2020.
#include <ESP8266WiFi.h>
#include <ESP8266WebServer.h>
#include <ESP8266HTTPClient.h>
#include <PubSubClient.h >
#include <Ticker.h>
Ticker State_Machine;
//--------defines----------------------#define LED
4
#define SW1
5
#define RLY 13
#define ONBLED 2 //On board LED 2
//---------variables de CONFIG----------const char *ssidConf = "Rly_Config";
const char *passConf = "********";
char ssid_name [50];
char pass_name [50];
char Code_ID_name [50];
String mensaje = "";
//--------variables de MQTT-------------const char* mqtt_server = "broker.hivemq.com";
const char* topic_report = "salidaAAA";
const char* topic_control = "entradaFFF";
//----------------- RED -----------------setup_wifi();
client.setServer(mqtt_server, mqtt_port);
client.setCallback(callback);
Serial.println("Connected ");
Serial.print("MQTT Server ");
Serial.print(mqtt_server);
Serial.print(":");
Serial.println(String(mqtt_port));
Serial.print("ESP8266 IP ");
Serial.println(WiFi.localIP());
Serial.println("Modbus RTU Master Online"); }
void setup_wifi() {
delay(10); // establecer connection a red WiFi
Serial.println();
Serial.print("Connecting to ");
Serial.println(ssid);
WiFi.begin(ssid, password);
while (WiFi.status() != WL_CONNECTED) {
Serial.print("."); }
Serial.println("WiFi connected");
Serial.println("IP address: ");
Serial.println(WiFi.localIP()); }
//----------------- Contadores ------------byte ERR2_Counter = 0;
int ERR3_Counter = 0;//Conteo de intento de reconexión
ESP8266WebServer server(80);
WiFiClient espClient;

Due to the limited space, only a part of the firmware code is
shown here with the intention of showing its main structure.
B. MQTT Communication Protocol
In this project, the HiveMQ MQTT broker has been selected
to manipulate the states of the ESP's outputs; since, as it can be
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Fig. 8. HiveMQ broker platform to control the developed RS.

seen in the comparison list of the most popular free public
MQTT brokers [16], it includes all the necessary functionalities
to carry out free tests of the RS prototype.
The MQTT architecture is divided into two main
components: client and broker [17].
The Client: An MQTT client is any device that runs an
MQTT library and connects to an MQTT agent over a network.
Basically, any device that speaks MQTT through a
Transmission Control Protocol/Internet protocol (TCP/IP) can
be called an MQTT client. Publisher and a subscriber are clients.
The broker: The broker is the heart of any publish/subscribe
protocol and is responsible for receiving all messages, filtering
them, determining who is subscribed. Another responsibility of
the broker is the authentication and authorization of the clients.
C. The MQTT Broker
The MQTT connection is always between a client and the
broker. To initiate a connection, the client sends a CONNECT
message to the broker. The broker responds with a CONNACK
message and a status code, this broker's interaction with the
client is represented in Figure 7. When a client or subscriber
wants to end the session, it sends a DISCONNECT message to
the broker, and then the connection is closed [18].
In order to design a software easy to use, ESP is used as an
access point that allows establishing a WiFi network. The ESP
can then connect as an MQTT client. An ID function of the
device is called every time and it is compared to the ID of the
incoming message. If the incoming message is for the
destination device, it reads the content. In this work, if there is
an "R-1" message, the RS is turned on (see Figure 8). Then when
a “R0-1” is read, then the RS is turned off. On the order hand,
the LED indicator that displays connection problems is
manipulated with “L-1” and “L0-1” messages respectively.
D. Blynk API platform
Blynk is a platform that was designed for the IoT and allows
anyone to easily control their with an iOS or Android systems.
Users can create a “drag and drop” graphical interface for their
project in minutes and at no extra expense. There are three main
components to the platform, as shown in Figure 9 [19]:

Fig. 10. The Blynk app to control the RS. a) To create new project. b) To select
device and to save the authentication token.

Blynk app: Allows you to create interfaces for projects using
various widgets.
Blynk Server: Responsible for all communications between the
smartphone and the hardware. The Blynk Cloud can be used or
run on a private Blynk server locally. It is open source, to easily
manage various devices.
The Blynk libraries: For all popular hardware platforms, allow
communication with the server and process all incoming and
outgoing commands.
Blynk HTTP API allows to easily read and write values to/
from Pins in Blynk apps and hardware (in this case the ESP).
Each PUT request will update the Pin state in both apps and
hardware. Each GET request will return the current status/value
at the given Pin.
Once the Blynk firmware is uploaded into the RS [19], and
the Blynk app is installed on the smartphone, a new project can
be created (see Figure 10a). Then the ESP to be used is selected
and the authentication Token is saved (see Figure 10b). Auth
Token is a unique identifier that is needed to connect the
hardware to the smartphone. Finally a widgets is added, which
in this case will be an on-off control button. By pressing the
control button of the Blynk app, the message travels to the Blynk
cloud, where it finds its way to the selected ESP [19].
E. Cybersegurity
• MQTT protocol:
-User/Password Authentication: Each MQTT client has a
unique client identifier. The client provides this unique ID to the
broker in the MQTT CONNECT message. In the authentication
process, customer IDs are often used in combination with the
username and password [20].
-SSL/TLS (Secure Sockets layer/Transport Layer Security)
cryptographic protocols: If you want to encrypt the communication with the broker, you must use SSL/TLS instead of
TCP/IP. It is the responsibility of the user to address MQTT
security issues, and SSL/TLS certificates with session key
management will be used which incur a cost [21].
-Push Technology: It is a form of communication through the
Internet in which the send request originates from the server, as

a)

b)

Fig. 11. Top view of the implemented RS.

opposed to pull technology, in which the request originates from
the client. In other words, they are a kind of message alerts that
are sent through the “push notification service”, to a mobile
device or directly to a website [22]. HiveMQ's MQTT broker
has the option of communication with push technology.
• Blynk Server
- Use local Blynk server: For maximum security, the Blynk
server can be installed locally and restrict the access to the
network. In the case of WiFi, it must use at least WPA, WPA2
(WiFi Protected Access) in order to protect wireless traffic.
WPA and WPA2 offer very strong encryption.
-Use SSL gateway: Blynk's gateway script can be used to add
SSL security layer to communication. SSL is supported by the
gateway only on Linux/OSX for now.
In this work, since the developed device is a prototype,
SSL/TLS protocol is not used, nor has any form of security been
paid for communication yet [19].
V. RESULTS
Figure 11 shows the implemented PCB of the RS. It is worth
mentioning that the PCB was manufactured by a company
dedicated to the subject, but it was welded in the laboratory of
our institution. During the SR assembly tests were carried out on
each block to ensure correct operation. The firmware is loaded
by means of "male" headers that were implemented on PCB for
this purpose.
A. MQTT Communication Protocol
Two topics are created in the broker. One of the topics is
selected and a message is sent, the message is processed in the
ESP and depending on the message, a status change is processed
in GPIO13 (relay output) or GPIO4 (LED output). At the first
time that the broker interacts with the RS, a message with the ID
of the device is generated and an “R” character is sent to
manipulate the RS, or an “L” character to manipulate the LED.
During laboratory tests, a lamp has first been connected as a
load to the RS, then a 0.5 hp single-phase motor has also been
used as a load. Figure 12a shows that the R-1 message has been
sent from the broker to the RS. Figure 12b shows how the lamp
“turns on” and then the motor that was later connected to the RS
also “turns on” (see Figure 12c). Then, by sending the R0-1
message to the RS (see Figure 13a), it was possible to “turn
off” the different loads that were connected to the RS at different
moments, as it can be seen in in Figures 13b and 13c.
Figure 14a shows how sending an L-1 message causes the
LED to “light up” to simulate a connection failure condition.
Then, in Figure 14b it is observed how when sending the
message L0-1, the LED “turns off”.

c)

Fig. 12. Operation of the RS. a) Message, b) RS “turns on” a lamp via WiFi, c)
RS “turns on” a single-phase motor via WiFi.

a)

b)

c)

Fig. 13. Operation of the RS. a) Message, b) RS “turns off” a lamp via WiFi, c)
RS “turns off” a single-phase motor via WiFi.

a)
b)
Fig. 14. Operation of the RS. a) Message and the LED “turns on”. b) Message
and the LED “turns off”.

Commercial
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(10 A)

Our developed
Relay Switch
(20 A)

Fig. 16. The commercial RS and the developed RS.
TABLE III.

VI. CONCLUSIONS
A development methodology for an embedded system with
application to IoT was shown. In this case, through the
development of an RS from its concept to its commissioning. It
is observed that the hardware design and implementation stage
is key and can be costly and risky if an adequate PCB design
methodology is not followed. And the use of CAD tools was
shown to help this task. It should also be mentioned that it is
necessary to use national and international standards if you want
to certify the product or otherwise it cannot be marketed. The
developed RS presents two differentiators with respect to other
WiFi switches on the market: a greater load capacity (up to 20A)
and different security methods can be selected for the control of
the RS, either with an MQTT protocol or with an API.
The objective of assimilating technological know-how was
achieved through the design, development and implementation
of the RS, which is the basis of many other IoT-oriented projects
that will include the development of mobile platforms and
applications and those will be presented in future works.
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B. Blynk API platform
Once the used ESP is selected and the authentication Token
is saved (see Figure 10b), the GPIO to be manipulated is
programmed for the ESP as shown in Figure 15a. In this case,
the GPIO13 is used to control the SR, and according to the pin
assignment diagram of the ESP board, the D7 pin is the 13th pin.
Then a simple “on” and “off” button is configured in the Blynk
app to manipulate the relay as depicted in Figures. 15b and 15c
respectively.
In this way, by pressing the "on" button on the app, the relay
is activated and by pressing the “off” button on the app the relay
is deactivated, with the consequent manipulations of the
electrical load as shown in Figures 12 and 13.
The main differentiator of the developed device is its ability
to conduct up to twice as much current as its commercial
counterpart. It will not be possible for the commercial device to
handle twice as much current by simply changing the relay,
since the tracks of its hardware have not been misled to carry
more current than specified (see Figure 16). Another advantage
is that different security methods can be selected for the wireless
communication of the RS to avoid hacking the device. Since, the
developed RS is programmable it can be controlled with
different platforms (MQTT protocols or APIs).
Table III shows the main features of the developed RS
compared to the commercial one.

DEVELOPED RS VS A COMMERCIAL RS

Load
current

a)
b)
c)
Fig. 15. The Blynk app to control the RS. a) The used GPIO, b) the “on” button
and c) the “off” button.
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